
II. Core Services

Categories of the services offered by Amazon :


� 


a. Global Infrastructure 

The Global Infrastructure is made of :

- Regions

- Availability Zones

- Edge location


Regions are geographic areas that host 2 or more availability zones. Offers possibility for the 
customer to know where the information is stored. A customer should know which region will help 
minimize latency of minimize costs, but also taking regulatory aspects into account.


�  




Availability zones (AZs) are collections of data centers within a region.

� 


When a common point of failure occurs, it does not impact all the availability zones, as they are 
isolated. Each AZ is a physically distinct independent infrastructure :

- physically distinct

- Each zone has its own uninterruptible power supply

- And onsite backup generators, cooling equipments and networking connectivity


The fact that they are isolated protects from failure and insures high availability. One of the best 
practices is to split data over multiple Availability Zones. 


Edge Location 
Content delivery Network (CDN) called Amazon CloudFront. Used to deliver content to customer, 
Requests to content are automatically sent to nearest Edge Location so that the content is 
delivered faster to the end user. 


Edge locations are located in highly populated areas. 


b. Amazon Virtual Private Cloud (VPC) 

The AWS cloud offers Pay as You Go and on demand services. These services must be 
accessible via normal IP protocoles. 


Amazon VPC :

- allows you to create a private virtual network in the AWS cloud, using the same concepts as on 

premise networking. 

- allows complete control of network configuration, with an ability to isolate and expose 

resources inside VPC, such as IP address, subnets and routing tables. 

- offers several layers of security controls, with an ability to allow and deny specific internet and 

internal traffic. 

- Other AWS services deploy into VPC : services inherent security built into network




� 


Amazon VPC is an AWS foundational services and integrates with several AWS services. For 
instance, Amazon EC2 are deployed in Amazon VPC. 


The features of Amazon VPC :

- Builds upon high availability of AWS Regions and Availability Zones (AZ). Allows you to easily 

take advantage of the high availability provided by AWS Cloud. Amazon VPCs live within 
regions and can span across multiple AZs. Each AWS account can create multiple VPCs, that 
can be used to segregate environments. A VPC designs an IP address base, and is then 
divided by subnets.


- Subnets are used to divide Amazon VPC. Allows Amazon VPC to span multiple AZs. You can 
create many subnets in a VPC. Best practice : Not too many Subnets for complexity purposes. 


- Route tables can be used to manage traffic and the Internet. It controls traffic going out of the 
subnet. By default, all subnets of a VPC can communicate with each other. Subnets are usually 
classified as public or private. Public have direct access to the internet, and private not.


- For a subnet to be public, we need to attach an Internet Gateway (IGW) that allows access to 
the Internet from Amazon VPC. Then need to update the route table of the public subnet to 
send non-local traffic to the internet gateway. EC2 instances also need an IP address to route 
to an internet gateway


- NAT Gateway : Allows private subnet resources to access Internet

- Network Access Control Lists (NACL) : Control access to subnets, stateless


Example VPC :

Create a network that supports high availability and has multiple subnets. 

- Since VPCs are region based, we need to select a region : us-west-2 (Oregon)

- Create the VPC, give it a name : Test-VPC

- Define an IP address base : 10.0.0.0/16. Over 65’000 IP addresses to use

- Create a Subnet named Subnet A1. Attach an IP base that contains 256 IP Addresses : 

10.0.0.0/24

- Specify that the subnet will live in the Availability Zone A.

- Create a second subnet Subnet B1, that contains 512 IP adresses : 10.0.2.0/23

- Add an Internet Gateway Test-IGW

- Subnet A1 becomes a public Subnet, where non-local traffic is routed through the internet 

gateway. 

- Subnet B1 will be a private subnet, isolated from the Internet. 




� 


c. Security Groups 

Helps secure data in the AWS Cloud. Security groups are built-in firewalls for AWS services. 
Allows full control on how accessible the instances are. 


Lets you control what traffic to your instances you want to allow or deny. To determine who has 
access to your instances, configure security groups. Rules can vary from :

- Keeping instances completely private

- Totally public

- Or somewhere in the middle


In this example, multiple security groups to fit the multiple Tier architecture.


� 


Typically here, traffic is allowed from the internet. The application Tier only allows connexion from 
the web tier, and the database tier only accepts traffic form the application tier. An administration 
rule has been created to allow connexion using SSH ports from the corporate network. 




Step 1 : Create Security Group


� 


Step 2 : Name the group, attach a VPC, and Click Add Rule


� 


Step 3 : Add rule. By default, all inbound traffic is denied, and all outbound traffic is allowed.


� 


Best practice : Find out what our traffic need is, and only allow this one. 




d. AWS compute services 

AWS computing services are :

- Flexible

- Scalable 


AWS EC2 (Elastic Compute Cloud) offers a flexible configuration, not locked in into a specific 
configuration, and allows user to run applications at any scale. Cost-Effectively ressources up and 
down as demand goes


AWS Lambda allows you to run code without provisioning or managing servers. You pay only for 
the compute time you use. Can run code for almost any application : mobile, IoT. No 
administration. 


AWS Lightsail is made for small services such as websites and blogs. Allows you to laugh virtual 
private servers in just minutes, and easily manage simple web and application servers. Low 
predictable price. Includes everything needed to start a project : 

- Virtual Machine, 

- SSD Base Storage, 

- Data Transfer, 

- DNS management 

- and a static IP address. 


AWS ECS is a highly scalable high performance container management that supports Docker 
containers and allows to easily run applications on a managed cluster of EC2 instances. No need 
to install, operate and manage your own cluster manager. 


e. AWS EC2 

What is EC2 ?

Elastic Compute Cloud.


 � 


Cloud hosted compute resources, that can be increased or decreased in capacity according to 
the demand automatically. These servers are called EC2 instances. 


These instances are :

- Pay as you go

- Broad selection of HardWare/SoftWare

- Global hosting 




Process :


� 


Demonstration :


1) Set region


� 


2) Select EC2 Computation Service


� 

3) Create an Instance


� 




4) Select Amazon Linux AMI


� 


5) Select the instance type


� 


6) Configure the details of the Instance


� 


7) Configure Storage


� 


8) Add tags to make the instances easily callable


� 


9) Configure security group




� 


10) Launch using a new key-pair, required to connect overs SSH

� 

11) Launch instances


� 


12) Instance is now accessible


� 




13) Copy public DNS


� 


14) Connect using SSH


MacBook-Pro-6324:~ maelfabien$ cd AWS 
MacBook-Pro-6324:AWS maelfabien$ ls 
ec2-demo.pem 
MacBook-Pro-6324:AWS maelfabien$ chmod 400 ec2-demo.pem 
MacBook-Pro-6324:AWS maelfabien$ ssh -i ec2-demo.pem ec2-user@ec2-52-47-121-55.eu-
west-3.compute.amazonaws.com 

       __|  __|_  ) 
       _|  (     /   Amazon Linux 2 AMI 
      ___|\___|___| 

https://aws.amazon.com/amazon-linux-2/ 
[ec2-user@ip-172-31-34-128 ~]$  

Where : ec2-52-47-121-55.eu-west-3.compute.amazonaws.com is the Public DNS. 


15) Stop the instance when not needed anymore


� 


f. AWS Lambda 

AWS Lambda is a compute service that lets you run code without provisioning or managing 
service.


�  


Key advantages :

- no servers to manage : only pay for the resources used, nothing to pay when no traffic

- Continuous scaling


http://ec2-52-47-121-55.eu-west-3.compute.amazonaws.com


- Subsecond metering


Supports a variety of programming languages, including :

- NodeJS

- Java

- C-Sharp

- Python


Essentially used for event-driven computing 


� 

Disk space is limited to 512 Mb. Function execution is limited to a maximum of 5 minutes. 
Response paquet size cannot exceed 6Mb. 


Demonstration : Image recognition app

� 


� 


1) Go to Lambda Section


� 




2) Create a function


� 


� 


3) Design the trigger 


� 




4) Add code of the function


� 


5) Set options


� 


6) Monitor the use of the lambda function


� 




AWS Lambda use cases include :

- automated backups

- Processing objects uploaded to S3

- Event-driven log analysis

- Event-driven transformations

- IoT

- Operating several websites

- Real-Time stream processing

- …


g. AWS Elastic Beanstalk 

AWS Elastic Beanstalk is a Platform as a Service that allows a quick deployment of a given code 
into the Cloud. The web application package comes in on the top of the AWS Elastic Beanstalk 
framework. It highly reduces the management complexity.


Control can be kept by user, by allowing :

- To choose instance type

- To choose the database

- And to set and adjust autoscaling

- Update application

- Access server log files

- Enable HTTPS on load balancer


AWS Elastic Beanstalk supports a large range of platforms :

- Package builder

- Go

- Python

- PHP

- Ruby

- NodeJS

- Java SE

- Docker

- .NET

- …


Components of AWS Elastic beanstalk :

� 


Process of deployment :




� 


Demonstration : 

1) Connect to Elastic Beanstalk section


� 


2) Create a demo app


� 




3) Create a web server environment 


� 


4) Configure the web server and upload the code


� 




5) The app is available online


� 


6) Resolve environment if not needed anymore


� 


g. AWS Application Load Balancer 

�  

Pretty similar to a Classic Load Balancer, but is adds some new features :

- additional supported request protocols




- Enhanced metrics and access logs

- More target health checks

Use Cases :

- Ability to use containers to host micro-services and wrap to those applications from a single 

lead balancer

- Application load balancer allows you to wrap different requests to a single instance, but differ 

the path based on the port

- If we have different containers listening on different ports, you can set up routing rules to 

distribute traffic to only the desired backend applications


� 

Key Concepts : 

�  

Use Case :

When configuring the listeners for the load balancers, we can create rules in order to direct how 
the order received by the load balancer will be routed to the backend targets. To register those 
targets to the load balancer and configure the health check the load balancer will use for the 
target, we can create target groups. Targets can be members of multiple target groups 


� 




Enhanced and added features : 

�

�  

The aim is to :

- launch the application from the Load Balancer

- Configure routing

- Register targets

- Verify operations of the application load balancer


Set Health Check ping path to index.html.


h. AWS Elastic Load Balancer 

The Classic Load Balancer is a distributed software load balancing service that enables the use of 
many useful features packaged in a managed solution :

- Access web servers through a single exposed point of access

- Decoupling an application environment using both public facing and internal load balancers

- Providing high availability and fault tolerance with ability to distribute trafic across multiple 

availability zones.

- Increase elasticity and scalability with minimum overhead. 


Ability of load balancer to distribute traffic depends on the type of requests we are distributing. If 
we use HTTP(S) requests, the load balancer will use Least Outstanding requests for the backend 
instances. If we are processing TCP requests, the elastic load balancer uses a Round Robin for 
these requests.




� 


When distributing traffic among several availability zones, load balancer also helps. If we create 
the load balancer within the management console, this feature is enabled by default. But if we 
launch it from the command line tools or an SDK, this will need to be enabled as a secondary 
process.


�  


The elastic load balancer provides a single point of access to the backend instances. Need to set 
up an alias record to point our domain CName to the endpoint for the elastic load balancer. 


If we would like to use cookies for our application, the elastic load balancer provides the feature 
of a sticky session. Sticky sessions allow us to bind a user session, for the duration of that 
session, and is set depending on whether we want to use duration based cookies or application 
controlled sticky sessions.


For monitoring, the application load balancer provides many metrics by default, allowing us to see 
:

- HTTP responses

- Number of healthy and unhealthy ECT hosts behind the load balancer (typically using ping 

requests).

- Filter metrics based on availability zones of the backend instances, or based on the load 

balancer that we were using.




Within our VPC, the load balancer helps with our scalability by providing a multi-zone load 
balancing, enabling us to distribute traffic across multiple availability zones. Additionally, the load 
balancer will scale according to the traffic pattern that it sees. 


� 


With the classic load balancer, we can create several types of load balancers :

- Internet-facing load balancer : gives us a publicly resolvable DNS name, that still allows cross 

zone balancing and allows you to route request to our backend instances from our single end 
point of our load balancer.

�  


- Internal load balancer : has a DNS name that resolves only to private nodes so it can only be 
accessed through the VPC. This provides a decoupling of our infrastructure within the VPC and 
allows for the scalability of both frontend and backend instances while the load balancer 
handles its own scaling. 




� 


-

� 


Set Health Check ping path to index.php.


When setting the advances details of Health Checks :


� 




- response timeout is the amount of time elapsed before we consider a timeout

- Interval is how often we do health checks

- Unhealthy threshold is the number of unhealthy responses we get before considering an 

unhealthy check


Steps :

- Define Load balancer

- Assign security group

- Configure security settings (skip if not SSL)

- Configure Health Checks 

- Add EC2 instances

- Add tags

- Review


i. Auto-Scaling 

Autoscaling helps you making sure that you have the correct number of EC2 instances available 
for the load of your application. 


When running an application, it is important to use CloudWatch in order to get a full view. 
However, Cloud Watch does not provide autoscaling. 


Autoscaling avoids over and under capacity.

�  


Autoscaling answers 2 critical questions :

- how can I ensure that my workload has enough EC2 to meet fluctuating performance 

requirements ? -> Scaling

- How can I automate EC2 resource provisioning to occur on-demand ? -> Automation


How do we auto-scale ?

- Launch configuration

- Create auto-scaling group 

- Define at least one Auto-scaling policy


The launch configuration is about defining what will be launched by autoscaling :

- which Amazon Machine to use

- Instance types

- Security groups




- Roles


The autoscaling group is about defining where the auto scaling takes place and the boundaries for 
the deployment :

- Which VPC and which load balancers to interact with

- Minimum instances and maximum instances

- Desired capacity


The autoscaling policy specifies when to launch or terminated EC2 instances.

- we can schedule autoscaling (manually, e.g every Thursday a 3PM)

- Or create conditions that define thresholds to trigger adding or removing instances

Best practice : 1 condition on when to scale out (grow), and 1 for when to scale in (shrink).


How does dynamic autoscaling work ? Create CloudWatch alarms based on performance 
information on our EC2 instances. If a threshold is reached, creates an alarm, and scaling occurs.


� 


Typically, theses rules look like this :


� 


Also set a rule when CPU utilization goes below 20% for more than 5 minutes for example. 

We can also specify the rule as a utilization target, and apply boundaries in terms of maximum 
and minimum instances.




j. Amazon Elastic Block Store (EBS) 

EBS volumes are used when storing datas on disk from AWS instances. 

These volumes can be hard disk or SSD, and are paid according to use. Whenever we don’t need 
volume anymore, we can just delete it. 


Datas stored are automatically replicated across multiple servers within the availability zone to 
offer high availability. 


Provides ability to do points-in-time snapshots of our volumes. We can re-create a volume from a 
given snapshot. 


A given snapshot can be encrypted and shared. We can have encrypted volumes, where 
encryption occurs on the EC2 side. 


Steps : 

- launch EC2 instance

- Create volume 

- Choose AZ

- Attach volume to EC2 instance (Actions, Attach Volume)

- Log inside the instance (copy the SSH connexion command line)


� 


Then, we can create a file system on the new instance volume :

� 


Then we need to mount this volume :




� 


Unmount command will unmount the volume. Is a volume is available but not used, we can attach 
it to another instance within the same availability zone.



